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‭Abstract‬
‭The digital economies of virtual worlds like Meta Horizon Worlds are rapidly expanding, yet‬
‭they largely operate as closed loops or "walled gardens." In-world assets purchased with‬
‭platform-specific currency, such as Meta Credits, are typically non-transferable and lack true‬
‭ownership, limiting their value and utility outside the platform. This paper introduces the‬
‭Vincent Architecture‬‭, a novel solution that leverages‬‭Lit Protocol's‬‭decentralized key‬
‭management network to bridge this gap. The Vincent architecture enables users to purchase‬
‭Non-Fungible Tokens (NFTs) directly within Meta Horizon Worlds using the native‬
‭launchCheckoutFlow and Meta Credits. Upon a successful in-world purchase, a Lit‬
‭Protocol-controlled account automatically and securely transfers the corresponding NFT to‬
‭the user's personal blockchain wallet. This creates a seamless user experience, abstracts‬
‭away the complexities of blockchain transactions, and grants players true, verifiable‬
‭ownership of their digital assets, unlocking the potential for an open and interconnected‬
‭metaverse economy.‬



‭1. Introduction‬
‭Meta Horizon Worlds represents a significant step towards the mainstream adoption of social‬
‭virtual reality. Its economy, powered by Meta Credits, allows creators to monetize their virtual‬
‭creations and experiences. However, like most platform-centric digital economies, assets‬
‭purchased within Horizon Worlds are confined to its ecosystem. They are licenses for use, not‬
‭truly ownable assets.‬

‭Simultaneously, the rise of blockchain technology and NFTs has introduced a paradigm of‬
‭true digital ownership‬‭. An NFT is a unique, verifiable,‬‭and transferable digital asset recorded‬
‭on a public ledger. This model stands in stark contrast to the traditional, centralized approach.‬

‭The challenge lies in connecting these two worlds without disrupting the user experience.‬
‭Asking a casual VR user to exit the immersive environment, navigate to a third-party‬
‭marketplace, manage cryptocurrency, and pay "gas" fees to acquire an asset is a significant‬
‭point of friction.‬

‭The‬‭Vincent Architecture‬‭proposes a solution by integrating‬‭three core components:‬

‭1.‬ ‭Meta Horizon's Native Checkout Flow:‬‭Providing a familiar‬‭and frictionless purchase‬
‭experience for users.‬

‭2.‬ ‭A Secure Backend Service:‬‭To verify purchase receipts‬‭from Meta's servers.‬



‭3.‬ ‭Lit Protocol:‬‭A decentralized network that acts as a programmable, trustless custodian‬
‭to automate the on-chain transfer of the NFT post-purchase.‬

‭This paper will detail the architecture, logic, and security considerations of this system,‬
‭demonstrating a viable path toward unifying the convenience of centralized platforms with the‬
‭powerful ownership model of decentralized technology.‬

‭2. Core Concepts‬
‭2.1 Meta Horizon Worlds Checkout Flow‬

‭The launchCheckoutFlow(player, sku) function is a key API within the Meta Horizon SDK. It‬
‭allows creators to initiate a standardized, secure purchase process for in-world items.‬

‭●‬ ‭SKU (Stock Keeping Unit):‬‭A unique identifier for‬‭a product defined by the creator in‬
‭their Meta Quest Developer Dashboard.‬

‭●‬ ‭Process:‬‭When the function is called, the Horizon‬‭platform presents a native UI to the‬
‭player, prompting them to confirm the purchase using their stored Meta Credits.‬

‭●‬ ‭Callback Webhook:‬‭Upon a successful transaction, Meta's‬‭servers send a‬
‭cryptographically signed JSON Web Token (JWT) to a pre-configured HTTPS endpoint on‬
‭the creator's backend server. This JWT serves as an irrefutable proof of purchase.‬

‭2.2 Lit Protocol‬

‭Lit Protocol is a decentralized network for access control, computation, and programmable‬
‭key management. For the Vincent Architecture, we utilize two of its core features:‬

‭●‬ ‭Programmable Key Pairs (PKPs):‬‭These are blockchain‬‭accounts (public/private key‬
‭pairs) generated and managed by the Lit network. The private key is sharded among the‬
‭network's nodes, and no single party ever has access to the entire key. A PKP can hold‬
‭assets, like NFTs, just like a standard user-owned wallet.‬

‭●‬ ‭Lit Actions:‬‭These are immutable JavaScript programs‬‭stored on IPFS that run across‬
‭the Lit network nodes. Lit Actions can be granted the authority to use a specific PKP to‬
‭sign blockchain transactions, but‬‭only‬‭if certain‬‭predefined conditions are met. For our‬
‭use case, the condition is the verification of a valid proof of purchase from Meta.‬

‭2.3 Non-Fungible Tokens (NFTs)‬

‭NFTs are unique cryptographic tokens on a blockchain that represent ownership of a specific‬
‭asset, whether digital or physical. In this context, an NFT represents the in-world item (e.g., a‬
‭rare sword, a piece of virtual art, a special wearable). The NFT's ownership is publicly‬
‭verifiable on a blockchain like Polygon or Ethereum, and it can be freely traded or used in‬
‭other compatible applications, independent of Meta's platform.‬

‭3. The Vincent Architecture: Transaction Flow‬
‭The core of the architecture is a carefully orchestrated sequence of events that ensures a‬
‭secure and automated transfer of ownership. The NFTs to be sold are pre-minted and held in‬



‭a wallet controlled by a Lit Protocol PKP.‬

‭[Diagram of the Vincent Architecture Flow]‬
‭(User in Horizon) -> [In-World Store] -> (Meta Checkout) -> [Meta Servers] -> (Webhook) ->‬
‭[Developer Backend] -> (Invoke Lit Action) -> [Lit Protocol Network] -> (Signed Tx) ->‬
‭[Developer Backend] -> (Broadcast Tx) -> [Blockchain] -> (NFT Transfer) -> [User's Wallet]‬
‭Step-by-Step Breakdown:‬

‭1.‬ ‭Purchase Initiation (Meta Horizon):‬
‭○‬ ‭A player interacts with an in-world object (e.g., a vending machine or a shop NPC).‬
‭○‬ ‭They select an NFT for purchase, triggering a script that calls launchCheckoutFlow()‬

‭with the corresponding sku.‬
‭2.‬ ‭Meta Checkout Process:‬

‭○‬ ‭The player sees the native Meta Horizon purchase screen and confirms the‬
‭transaction using their Meta Credits. The experience is seamless and contained‬
‭entirely within the VR environment.‬

‭3.‬ ‭Meta Purchase Callback:‬
‭○‬ ‭Upon successful payment, Meta's servers generate a signed JWT containing‬

‭purchase details (e.g., sku, orderId, timestamp).‬
‭○‬ ‭This JWT is sent via an HTTP POST request to the developer's pre-configured‬

‭backend endpoint.‬
‭4.‬ ‭Backend Verification:‬

‭○‬ ‭The developer's backend server receives the webhook.‬
‭○‬ ‭Crucial Security Step:‬‭The server verifies the signature‬‭of the JWT using Meta's‬

‭public key. This confirms that the request is authentic and has not been tampered‬
‭with. It prevents fraudulent attempts to claim an NFT without a valid purchase.‬

‭5.‬ ‭Lit Action Invocation:‬
‭○‬ ‭Once the JWT is verified, the backend prepares to call the Lit network.‬
‭○‬ ‭It crafts an authentication signature (authSig)—in this case, the verified proof of‬

‭purchase from Meta.‬
‭○‬ ‭The backend calls the executeJs function on a Lit node, passing the IPFS CID of the‬

‭Lit Action, the authSig, and parameters for the transaction (e.g., the player's wallet‬
‭address, the NFT contract address, and the tokenId).‬

‭6.‬ ‭Lit Action Execution (Decentralized Logic):‬
‭○‬ ‭The Lit Action code runs across the Lit network nodes.‬
‭○‬ ‭Condition Check:‬‭The primary logic of the Lit Action‬‭is to validate the authSig. It‬

‭checks that the proof of purchase is valid and corresponds to the requested NFT.‬
‭○‬ ‭Transaction Signing:‬‭If the conditions are met, the‬‭Lit Action instructs the network‬

‭to use the associated PKP to sign a safeTransferFrom transaction on the NFT smart‬
‭contract. The transaction details are:‬
‭■‬ ‭from: The address of the PKP holding the NFT.‬
‭■‬ ‭to: The player's wallet address (provided by the backend).‬
‭■‬ ‭tokenId: The specific ID of the purchased NFT.‬

‭7.‬ ‭Transaction Broadcasting:‬



‭○‬ ‭The Lit network returns the signed, raw transaction data to the developer's backend.‬
‭The backend does not need the private key; it only receives the result of the signing‬
‭operation.‬

‭○‬ ‭The backend connects to a blockchain node (e.g., via Infura or Alchemy) and‬
‭broadcasts this signed transaction to the network.‬

‭8.‬ ‭On-Chain Confirmation & Ownership Transfer:‬
‭○‬ ‭The blockchain network validates the transaction signed by the PKP and executes it.‬
‭○‬ ‭The NFT is officially transferred from the PKP's wallet to the player's wallet. This‬

‭ownership change is permanent and publicly verifiable.‬

‭4. Security & Trust Model‬
‭The security of the Vincent Architecture relies on a distributed trust model:‬

‭●‬ ‭Trust in Meta:‬‭The system trusts Meta to provide a‬‭valid, signed receipt upon a‬
‭successful purchase. The cryptographic signature on the JWT is the foundation of this‬
‭trust.‬

‭●‬ ‭Trust in the Developer's Backend:‬‭The backend is a‬‭centralized component responsible‬
‭for verifying Meta's webhook. It must be secured against traditional web vulnerabilities.‬
‭However, its most critical role is to act as a verifier and relayer;‬‭it has no access to‬
‭private keys.‬

‭●‬ ‭Trust in Lit Protocol:‬‭The system trusts the decentralized‬‭Lit network to:‬
‭○‬ ‭Securely custody the PKP's private key shards.‬
‭○‬ ‭Execute the Lit Action code correctly and without manipulation.‬
‭○‬ ‭Only sign transactions when the conditions defined in the Lit Action are verifiably‬

‭met.‬
‭●‬ ‭Trust in the Blockchain:‬‭The final transfer of ownership‬‭is secured by the underlying‬

‭blockchain's consensus mechanism.‬

‭This distribution of trust minimizes single points of failure. Even if the developer's backend‬
‭were compromised, the attacker could not steal the NFTs because they do not have the‬
‭private key. They could only attempt to relay fraudulent purchase receipts, which would be‬
‭rejected by the Lit Action's verification logic.‬

‭5. Benefits and Implications‬
‭●‬ ‭Seamless User Experience:‬‭By using Meta Credits and‬‭the native UI, the architecture‬

‭completely abstracts away the complexities of blockchain. Users may not even need to‬
‭know they are receiving an NFT; they are simply buying a cool digital item.‬

‭●‬ ‭Empowering True Ownership:‬‭This model is a paradigm‬‭shift from renting digital assets‬
‭to owning them. Players can sell their NFT on OpenSea, use it in another compatible‬
‭game, or simply hold it as a collectible, independent of Meta's platform.‬

‭●‬ ‭Creator Economy 2.0:‬‭Creators can now offer premium,‬‭ownable assets, potentially‬
‭commanding higher prices and creating more vibrant secondary markets. This unlocks‬
‭new revenue streams and economic models within virtual worlds.‬



‭●‬ ‭Interoperability and the Open Metaverse:‬‭This architecture provides a practical,‬
‭secure, and scalable blueprint for bridging any closed economy with an open, on-chain‬
‭one. The same model could be applied to other gaming platforms, digital marketplaces,‬
‭or ticketing systems.‬

‭6. Conclusion‬
‭The metaverse will not be built by a single company. Its future lies in the interoperability‬
‭between platforms and the empowerment of users through true ownership of their digital‬
‭lives. The Vincent Architecture presents a significant step in this direction. By thoughtfully‬
‭combining the user-friendly, centralized checkout systems of today with the trustless,‬
‭decentralized logic of tomorrow, we can build a more open, equitable, and valuable digital‬
‭world. This model demonstrates that we do not have to choose between the walled garden‬
‭and the wild west; we can build secure bridges between them.‬


